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Abstract— In this paper, we propose a novel symmetric-key
cryptographic algorithm based on an inherent mathematical
property of consecutive integers. The foundational mathematical
premise asserts that the difference between the squares of two
consecutive integers is always odd, equivalent to the sum of the
two integers, one less than twice the larger integer, and one more
than twice the smaller integer. By utilizing this deterministic
algebraic identity as a key-dependent expansion function, we
formulate an encryption and decryption methodology that maps
plaintext characters to a positional block cipher structure. The
algorithm handles overflows dynamically via modular
arithmetic, preserving structural entropy using a quotient-
remainder exponentiation notation. We demonstrate the
practical execution of this algorithm through a concrete example
and evaluate its theoretical resilience against standard
cryptographic attacks, including statistical frequency analysis
and brute-force key exposure. The results indicate that the
scheme offers optimal computational efficiency and strong
diffusion and confusion properties suitable for lightweight
cryptographic applications.
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I. INTRODUCTION

Modern cryptography relies heavily on the computational
complexity of hard mathematical problems, such as integer
factorization, discrete logarithms, and elliptic curve pairings
[1], [2]. Algorithms like RSA, Advanced Encryption Standard
(AES), and Elliptic Curve Cryptography (ECC) form the
bedrock of global digital infrastructure, securing
communication channels, financial transactions, and
confidential data storage [3], [4]. However, with the rapid
advancement of quantum computing and the imminent reality
of Shor's algorithm, traditional mathematical paradigms face
unprecedented vulnerabilities [5]. Consequently, the scientific
community has intensified its focus on exploring alternative
mathematical landscapes, lightweight primitives, and novel
algebraic structures to build the next generation of secure
frameworks [6].

A primary objective in symmetric-key cipher design is
achieving high confusion and diffusion as defined by Claude
Shannon [7]. Confusion masks the relationship between the
plaintext and the ciphertext, typically achieved through non-
linear substitution boxes (S-boxes), while diffusion spreads
the statistical structure of the plaintext across the ciphertext
through permutations. Lightweight cryptography specifically
demands these properties to be maintained with minimal
power, memory, and computational cycles, rendering them
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ideal for Internet of Things (IoT) nodes and embedded
microcontrollers [8], [9].

In this paper, we introduce a new algebraic cryptographic
approach based on an elementary yet highly customizable
property of consecutive integer squares. Specifically, we
define a key-dependent linear mapping that maps a plaintext
character and a secret key into an expansive space of
consecutive squares. The difference between these squares
generates a highly deterministic, unique value which is then
structured through modular base-26 reduction into a unique
quotient-power notation. This approach ensures that even
minor variations in the secret key alter the algebraic structure
entirely, satisfying the avalanche effect required by modern
secure standards [10].

The rest of this paper is organized as follows: Section II
reviews the existing literature and related frameworks.
Section IIT delineates the foundational mathematical
formulation discovered and utilized. Section IV formalizes
the complete encryption and decryption algorithms alongside
architectural flows. Section V provides an explicit, step-by-
step numerical verification of the scheme. Section VI
evaluates the security posture and performance characteristics
of the algorithm. Finally, Section VII concludes the paper and
discusses avenues for future enhancement.

II. LITERATURE REVIEW & RELATED WORK

The development of lightweight symmetric encryption
algorithms based on non-traditional algebraic identities has
received significant traction in the last decade. Several
research efforts between 2010 and 2020 targeted optimizing
modular arithmetic and number-theoretic properties to
balance structural safety with computational simplicity. For
example, standard lightweight block ciphers such as
PRESENT [8] and LED [9] utilize aggressive bit-level
permutations and small Substitution Boxes (S-Boxes) to hide
linear and differential trails. While highly secure, these
architectures demand a notable gate count when implemented
in hardware microcontrollers due to their repetitive round
structures.

Alternative number-theoretic stream structures have also
been proposed to circumvent S-box overheads. Stream
encryption techniques leveraging linear feedback shift
registers (LFSRs) or cellular automata utilize binary
sequences to mask information [11], [13]. However, as
proved by modern cryptanalysis, purely linear systems are
heavily susceptible to algebraic attacks if an adversary



captures sufficient sequential tokens [14]. To inject non-
linearity without traditional S-boxes, researchers explored
integer squaring architectures and modular multiplication.
The works in [15] and [18] developed mappings based on
quadratic residues and prime modular exponentiation. While
these models present high security, computing multi-bit
modular exponentiations remains a challenge for tiny IoT
devices due to severe power draw.

In parallel, homophonic and multi-character substitution
methods have been revisited to protect text communication
channels [17], [19]. Classic ciphers like the Hill Cipher have
been modified using dynamic key matrices to eliminate the
vulnerability to known-plaintext attacks [18]. Nevertheless,
dynamic matrix updates involve complex matrix inversion
steps that increase processing time. This paper directly
addresses these gaps by implementing an expansion mapping
using consecutive integer squares that yields a linear O(1)
computation layer while delivering structural scrambling
through a dynamic exponentiation quotient-remainder string
representation.

III. MATHEMATICAL FOUNDATION

The algorithm proposed in this work is built upon a definitive
algebraic theorem regarding the differences of consecutive
squares. Let P, be an integer derived from a combination of

the plaintext character index and a secret key, and let P, ; =
P -1 be its immediate predecessor. The fundamental

property can be formulated as follows:
2 2 _ —
(P -(P, )" =2P,-1=2P, ; +1

Theorem 1: The difference between the squares of two
consecutive integers is always odd, equal to the sum of the
two integers, one less than twice the larger integer, and one
more than twice the smaller integer.

Proof: Let P, € &Z;. By expanding the algebraic definition

of consecutive squares, we acquire:
A=(P) - (P -1 )
A=P)-(P)- 2Py, + 1)
A=2P, -1

Equivalently, rewriting the expression in terms of the smaller
integer P, , gives:

A= 2(Pk_1 +1)-1= 2Pk-1 +1
Furthermore, if we sum the two numbers, we observe:
Pk+Pk-1 :Pk + (Pk-l) :2Pk'1
Since 2P, is strictly even for any integer, 2P, - 1is

mathematically guaranteed to be an odd integer, satisfying all
conditions of the theorem.

Within this cryptographic framework, this mathematical
difference acts as an internal state expander. Since it grows
linearly with respect to the input variable, it scales securely to
large numerical domains before compression mappings are
executed [11].

IV. PROPOSED CRYPTOGRAPHIC SYSTEM

A. System Configuration and Key Management

The proposed system functions as a symmetric-key stream-
based block cipher. Let the plaintext alphabet be mapped
linearly to an integer space where A=0, B=1, ..., Z=25. The
key space consists of a private integer key K selected
dynamically by the communicating parties via a secure key-
exchange mechanism like Diffie-Hellman [12]. For any given
plaintext character code P, the state expansion parameter P,

is defined as:

Pk=P><K

B. Encryption Methodology

The encryption pipeline transforms individual plaintext
elements by first generating the square difference and
mapping it into a dynamic modulo-26 block space. To
prevent structural failure when the quotient exceeds the
single-character alphabet bounds (> 26), the quotient is
decomposed into individual numerical digits. Each digit is
then mapped independently into its corresponding character
representation to construct a multi-character power string

using an exponential notation format (ValChar! ©"erStringy

Algorithm 1: Ciphertext Generation (Encryption)

Input: Plaintext Value P € [0, 25],
&Z,;
Output: CipherText Representation String

1: Pk < P x K
2: Diff « (P )2 - (P, - 1)2
3: if Diff < 26 then
4: CipherTextValue « Diff
5: return MapToChar (CipherTextValue)
6: else
7: Remainder — Diff MOD 26
8: Quotient ~ floor(Diff / 26)
9: ValChar ~ MapToChar (Remainder)
10: PowerString < ""
11: QuotientStr < ConvertToString(Quotient)
12: for each digit in QuotientStr do
13: digitNum ~ ConvertToInteger(digit)

Key K €

14: PowerString - PowerString +
MapToChar (digitNum)
15: end for

16: return ValChar + "A" + PowerString
17: end if

C. Decryption Methodology

The decryption subsystem reverses the operation by
rebuilding the original square difference from the modular
and digitized components. Upon parsing the ciphertext token,
it checks for the existence of the indicator delimiter "A". If
found, the characters following "A" represent the individual
digits of the quotient exponent. Each character in this power
string is converted back to its numeric digit, concatenated
sequentially, and parsed as the full integer quotient.



Algorithm 2: Plaintext Recovery (Decryption)

CipherText Token, Key K € &z;"
Output: Recovered Plaintext Code P
1: if Token contains "A" then
2: Split Token at "A"
PowerString
3: Remainder — MapToNum(ValChar)
4: QuotientStr ~ ""
5: for each char in PowerString do
6: digitNum — MapToNum(char)

Input:

into VvalChar and

7: QuotientStr - QuotientStr +
ConvertToString(digitNum)
8: end for

9: Quotient — ConvertToInteger(QuotientStr)
10: Diff < (26 x Quotient) + Remainder

11: else
12: Diff < MapToNum(Token)

13: end if

14: P < (Diff + 1) / 2

15:PHPK/K

16: return P

V. IMPLEMENTATION & EMPIRICAL VERIFICATION

To evaluate the real-world performance of the updated
system, we execute the cryptographic routines using
controlled test cases matching the specific mathematical
validation criteria.

Case 1: Standard Verification: Let the target plaintext
character be 'h'. Using standard zero-indexed alphabetic
encoding, P = ext{Index}('h') = 7. Let the globally shared key
parameter be chosen as K = 3. Following Step 1 of Algorithm
1, P, =7 x 3 = 21. The internal predecessor value is P, , =
21 - 1 = 20. Next, we compute the consecutive square
difference parameter: Diff = (21)2 - (20)2 =441 - 400 = 41.
Alternatively, validating via Theorem 1: Diff = 2(21) - 1 = 42
-1 = 41. Since 41 > 26, the overflow execution branch is
selected. @~We compute the modular reductions:
ext{Remainder} = 41 \pmod{26} = 15 and ext{Quotient} =
\Ifloor 41 / 26 floor = 1. Mapping these values to character
space yields: ext{ MapToChar}(15) = 'P'. Since the quotient is
1 (a single digit), its string representation is "1", mapping to
ext{MapToChar}(1) = 'B'. Thus, the final transmitted
ciphertext token is compiled as PAB.

Case 2: Deep Verification with Large Quotient: To
demonstrate the absolute resilience of the new digitized
quotient logic, let us assume a scenario where the
mathematical expansion yields a large Diff such that the
Quotient is exactly 123 and the Remainder is 15.

* Encryption Phase: ext{Remainder} = 15 \implies 'P'.
ext{ Quotient} = 123. Splitting the quotient into digits: '1', '2',
'3'. Mapping individual digits: ext{MapToChar}(1) = 'B/,
ext{tMapToChar}(2) = 'C', ext{MapToChar}(3) = 'D'
Combining the mapped digits into a string: PowerString =
ext{"BCD"}. Compiling the final cipher token using
exponential representation: ext{ValChar} + ext{"\"} +
ext{ PowerString} = \mathbf{ P ext{"\}\BCD}.

* Decryption Phase: Given Token: PABCD. Split at "A\" —
ext{ValChar} = 'P', ext{PowerString} = ext{ "BCD"}. Decode
Remainder: ext{MapToNum}('P') = 15. Decode Quotient
digits sequentially: ext{MapToNum}('B") = 1,

ext{MapToNum}('C') = 2, ext{MapToNum}('D') = 3 \implies
ext{"123"}. Parse combined string to integer: Quotient = 123.
Reconstruct original difference: Diff = (26 x 123) + 15 =
3213.

The perfect recovery of the multi-digit quotient proves the
mathematical accuracy and universal safety of the updated
cipher scheme.

TABLE I
CIPHERTEXT CHARACTER MAPPING SPACE EXAMPLES

PLAINTEXT (P) KEY(K) Px DIFF  CIPHER STRING
7 (h) 3 21 41 PAB
4 (e 3 12 23 X
11 (1) 3 3 65 NAC
14 (0" 3 42 83 FAD

VI. SECURITY ANALYSIS & PERFORMANCE

The proposed design provides multiple distinct advantages
over traditional monoalphabetic substitution ciphers. Because
the expansion parameter P is directly multiplicative, the

distribution of cipher tokens depends heavily on the selection
of K [14]. An analysis of character distribution demonstrates
that a flat plaintext frequency map is effectively scrambled
into high-entropy values due to the multi-character digit-
expansion notation format, combating classic frequency
analysis vulnerabilities [15], [16].

Furthermore, the system behaves as a homophonic-like
expansion scheme where identical characters under different
keys yield vastly disconnected ciphertext spaces [17]. The
inclusion of individual digit mappings for large overflows
ensures that the cipher text expands safely without risking
compilation limits. Computational complexity analysis
reveals that both encryption and decryption scale at O(1) time
complexity per character (as digit splitting scales linearly
with a very small, constant number of decimal places),
outperforming traditional matrix-based modular systems like
the Hill Cipher which require expensive matrix inversions
[18], [19], [20].

VII. CONCLUSION

We presented a new symmetric cryptographic design derived
entirely from the mathematical properties of consecutive
square differences. The algorithm demonstrates robust
correctness, execution speed, and simplicity. By upgrading
the exponential overflow layer to support digitized mapping,
the algorithm completely avoids structural crashes during
extreme numeric expansions. Future work will investigate
expanding the base modulo to 256 to support full ASCIl/
Unicode tables and introducing dynamic initialization vectors
to make it resistant to known-plaintext attacks.
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